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E-Safety
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At Cheselbourne, part of our Information
Communication Technology (ICT) curriculum
ensures we educate all pupils how to be safe
when online.

Over the year, particularly during Internet Safety
Week, we will be exploring the SMART rules.

Butterfly class the will be learning about ‘Smartie
the Penguin’ and his tale.

Kingfisher class will be exploring the SIVIAR;I'LO

crews Internet voyage. f:}



The three main risks online are...

e Inappropriate contact - teach children

how to recognhise and protect themselves
against contact with cyber-bullies, hackers,
phishers and predators. People aren't always
who they say they are.
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* Inappropriate CONteNt - this includes both

content that is viewed and content that is
uploaded by children. Help children
understand that the Internet is forever.
Everything they post online is tracked and
stored.




e [nappropriate conduct - because the web

e
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nvironment can feel anonymous.
nildren that the Internet is a public forum.
elp them be the good person online that

ney are when they’re offline.

Teach



,géeﬁo
B %
o
o-’ o
T->

Inappropriate Content -~

* The most common form of inappropriate content
the majority of children at a primary age are
exposed to are music videos.

* Many music videos have sexual connotations or
sexualised dance moves which are the
unwittingly copied by children.

* Most music videos, particularly if viewing them
through YouTube, have an age rating.
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Inappropriate Content -

* |[n school and at home, one of the biggest
issues we face is using search engines, such
as: Google and YouTube.

* Even with security restrictions in place you
are never fully aware of what could pop up.

* E.g. Pop up Ads, film trailers, inappropriate
lanaguage and sexualised images.

You([T Google
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PEGI Age Ratings - Online Gamlngﬁ}

Age ratings ensure that entertainment content — such as films, DVDs, and games
— is clearly labelled for the minimum age group for which it is suitable. Since
2012, PEGI has been the sole system used in the UK for new console and PC
games.

|t is important to note that in the UK, PEGI 12, 16 and 18 ratings are legally

enforceable, meaning that they cannot be supplied to persons below those

Roblox Fortnight Call of Duty Grand Theft
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https://pegi.info/

Age Restrictions for
Social Media Platforms

Twitter YouTube
Facebook Keek
Instagram Foursquare

Pinterest WeChat
Google+ Kik
Tumblr Vine Path Flickr
Tinder

18

(13 with
parents’
permission)

Reddit
WhatsA
Snapchat  [inkedin -
Secret ’
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More Information

You can find out more about how children use social
media, the apps they use, the risks they face, how to use

privacy settings, and advice and tips about how to talk to
your children at:

e www.childnet.com/sns
e www.askaboutgames.com/advice/video-game-guides

/

e WWWw.Iinternetmatters.org

e www.nspcc.org.uk/onlinesafety

e www.parentzone.org.uk

e www.thinkyouknow.co.uk/parents

e www.askaboutgames.com &0,


http://www.childnet.com/sns
http://www.askaboutgames.com/advice/video-game-guides/
http://www.askaboutgames.com/advice/video-game-guides/

Making a report

Concerned about online grooming or sexual
behaviour online? Contact CEOP:

* www.ceop.police.uk

If you stumble across criminal sexual or obscene
content on the internet you should report it to
the Internet Watch Foundation:

e www.iwf.org.uk



L Childnet

~# International

www, Childnes.com

Keep safe by being careful not to give out personal
information - such as your full name, email address, phone
number, home address, photos or school name - to people

J A do so with your parents’ or carers’
permission and even then only when they can be present.

Information you find on the internet may not
be true, or someone online may be lying about
who they are.

Tell your parent, carer or a trusted adult if someone
or something makes you feel uncomfortable or worried, _ JR<ASALE
or if you or someone you know is being bullied online. 4 .

You can report online abuse to the police at www.thinkuknow.co.uk

Www. kidSmars.oro.vk ———
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